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(1) E4REREKE ( Certificate Signing Request file, &% CSR #& )
Al OpenSSL TH - W THBEZERE /usr/local/ssl/bin B# K (T
PUEA $ find / -name openssl -print {52 KRBT L RN B - HiE
ERERLEAINBRITIIIES -
(2) FYaRT - BHERA OpenSSL WARAE A% Heartbleed Bug RIE
. molm AL T ESRIERME OpenSSL ARA - BRI ARS
Heartbleed Bug - &&5EHARINSEIRA - BEITLUNEE -
$ openssl version
2% E : 101 ~1.0.1f/1.0.2-beta ~ 1.0.2-betal
EEMRZA : 1.0.1g/1.0.2-beta2 LI&
(3) EZELL3-DES NIE - PEM B E iR (REFRA RSA 2048 fiIyT)
1T openssl BT :
$ openssl genrsa -des3 -out server.key 2048
o HIXAVRFBHENGEIE REMEE BREAUSH—EMNERK.
GELEERN R THT LMES - LUBSRAR EERM serverkey
BE -
o KIREIRZIFEMRE - FAFEH RSA2048 iin(B) U LEBERE -
HITE R GELN T SEE - B85 serverkey » SRS FtD - 0T
AR BOK A A 5 (pass phrase)
Enter PEM pass phase:
—E BRI -

# openss

JpensSLl> exit
[root@Franklin binl# openssl genrsa -des3d -out server.key 2848
aenerating R5A private key, ZH48 bit long modulus

++++++
++++++
e is 65537 (Bx188A1)
Enter PEM pass phrase:
erifying password - Enter PEM pass phrase:
[root@Franklin binl# _

(4) EEREFKE

$ openssl req -new -key server.key -out certreq.txt



WITBRESEKRMARE  <ERGELREBKE  E2L
certreq.txt

AEARE FREAIREFERED MAKES LR /REEEDP/L
AULE3F IC KR8 T HREHEURREBKENARTHREE - LA
ZEALMNEEEREM

Country Name : TW

State or Province Name :

Locality Name : /(%0 : Taipei)

Organization Name : & Z5E @ . CHT)

Organizational Unit Name : EfI & # (4:Information)
Common name : A5 Z (W : www.abc.com.tw)

Email address : GRS =B EE FH K (ﬂD:abc@abc.com.tw)

challenge password : REH A - & enter A
optional company name : “~EEH5 A 0 % enter §EMSHE

# openssl reqg -new -key server.key certreq.

zing configuration from ~usr-sharerssl-openssl.cnf
nter PEM pass phrase:
ou are about to be asked to enter information that will be incorporate
into your certificate request.
hat you are about to enter iz what is called a Distinguizhed Hame or a
here are guite a few fields but you can leave some blank

will be a default walue,

field will be left blank.

ountry Name (Z letter code) [GB1:TW

ftate or Province Hame (full name) [Berkshirel:Taiwan

ocality Name (eg, city) [Newburyl:Taipei

Jrganization Name (eqg, company) [My Company Ltd]l:CHT

Irganizational Unit Name (eg, section) [1:Information

ommon Name (eg, your name or your server’'s hostname) []:www.abc.com.tw

Email Address [1:test@test.com.tw

Flease enter the following 'extra’ attributes

0 be =zent with your certificate request
challenge password [1:

Ain optional company name []:

(5) MRRERAKE
ROlE R TN EES AR EERRE B KE
Sopenssl req -noout -text -in certreq.txt

R kS A



Public Key Algorithm: rsaEncryption

Public—-Key: (2848 hit>»

Modulus:
B@:bB:63:9d:fe:90:27:09:h5:99:h8:53:c3:Pc:5d:
TB66:27:2a:f5:44:h?:45:68:h2:de:2c: 7?7 :fha:
di:=26:25:7atef:9f:4e:18:9c:a?:20:97:fA:69:Ff:
49 :4d:86:0e:70:5d:6bh:0?:18:80:27:ac:38:13:-14d:
dI3-fP:18:0f:25:c5:a5:6d:08:58:2f :Ad:ff:8%:ch:
fd:ca:h8:ab:bc:bBA:5f:1d:e@:8e:03:41:2h:4d:%e:
41 :1atab:Pa:e@:03:94:94:44:dd:41:3a:c?:f4:a3:
25 :cd:=5d:11:c5:9f:Bathe:Bf :9@:1d:14:d6:-3d:=5c:
25:5e:9%9:cB:Pa:2b:31:hl:df:h3:fcie@:d46:12:8h:
18:6f:95:cc:98:d7:aB:38:ea:dbh:33:%c:17:cd:-64:
Batcatlb:4?:16:8a:h8:ab:Bc:4d:f8:@2:2e:3a:-4@:
2d:13:cf:26:beic?:63:76:10:hd:dB 17577426
F2:f6:cB:1b:24:e3:fl1:2e:df :cBieP:f7:h?:33:67:
ae:5d:te?:43tef:36:0f:0b:Ad:14:68:d7:ee:6f6c:
Fdc@:-33c14:7:af:14:%e:5d:546c:42:83:6d:-76"
dd:=72:06:8d:3b:6?:c?:59:d7:35:80:F7:33:41:15:

df :6h:hl1:72:e3:74:53:2f:62:73:ab:5B:ec:4d:06:
eh-ef

Exponent: 65537 {8x108881>
Attributes:
ad:8@
Signature Algorithm: shalWithREAEncruption

4f :f3:18:8d:-bd:e?:B6:88:2c:bf 07 :dAB8:PA:5e:hb:c?:28:3c:
Poiodfe 1P P f8:22:05:bd:B7haz1lazha:3B:be:Bc:-dB:
23:04:52:h?:64:34:cB:fa:13:32:46:fc:B8d:2f:7h:0@5:67:8h:
26:cd:Bc:58:eb:18:93ef:chife:18:dAf :43:a3:34:37:7d:67:
eb:3b6icd:92:ce:?f B9 :eB@:chB5:BadI 24792273 0494 :
di:?d:cc:bc=P1:Bf 95 :8f :df :dP:3b:cbe:3f:£f5:31:33:108:ac:
35:da:55:Pe:8b:df ta?:f3:15:da:38:2c:39:35:15:3b:A7:-9f:
fo:da:27:ed=??:di:d3:f8:21:eT:ac:bl:od:fo:hbh:d3:ccted:
21:25:67:ad:-aB:5%4:3c:eb:fA:28:ed4:b?:5bh:e3d:31:25:3bh:ee:
6B:dc:la:fe-chb:57:06:85:4f :cd-eftaf ;0P :fe:fo:fa:8i:-db:
lezee:?7:daf4:84:cf:f1:f4:17:8e:8%:eb:eb:8%:4c:ef:Be:
e?:chibh:BacPc:0?:f8:f3cad:dd:-98:e8:26:Ff :ca2b:21:cl:
28:M:5d:de=59:a26d:f4:PcaP 4d:?2:4d a3 5hBB:Pco19:
flzaa:fe:2c:57:82:3a:71:83:ae:38:dB:Pa:30:aB:33:ad:-75:
Poc:39:a3d:bf

— - BEREFKEFAREER  THRIEREFRKEERF -
AR EERNRBBKE (certreq txt) EHUWKESRE LB TER
EEIEDN (http://moeaca.nat.gov.tw/nonic.html ) {kEBAERAP
BBEAEFE IC RERE -




